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INTRODUCTION

A.
Foreword and scope
1. This document establishes a framework for the ongoing governance of signed digital data interoperability in coordination with the United Nations Commission on International Trade Law (UNCITRAL), ISO and other relevant organizations, such as the European Telecommunications Standards Institute (ETSI).
2. This document aims to identify the conditions for achieving the interoperability of signed digital data for international trade, by providing a common signed digital data interoperability framework.
3. This document shall be applied to the development of UN/CEFACT Recommendations and Business Standards in the areas of authentication, security, integrity, non-repudiation and reliability for the exchange of business documents used in international trade.
4. This document also identifies roles and responsibilities outside those of UN/CEFACT.

5. This document is based on the fundamental principles of non-discrimination, technological neutrality and functional equivalence.
B.
Conventions and formats

6. In this documentation, the following conventions are defined:

I. An electronic signature is data in electronic form that is attached to or logically associated with other electronic subject data and serves as a means of authentication.
II. A digital signature is one form of electronic signature that uses a cryptographic transformation of the data to allow the recipient of the data to prove the origin and integrity of the data, and to protect against forgery of the data by the recipient.
C.
GOVERNANCE OF SIGNED DIGITAL DATA INTEROPERABILITY STANDARDS AND RECOMMENDATIONS
1. Interoperability of signed digital data aims at increasing the level of interoperability of electronically signed digital information as means of facilitating paperless international trade. 
2. Recent activities in the area of standardization to support interoperability of signed digital data has led to a realization by the UN/CEFACT Plenary that the international trade standards environment lacks a recognized common framework for the development of these standards.

3. This document attempts to lay the basis for such a framework based on the principles of interoperability being identifiable as separate layers.  In this case a technical, business process and legal layer.

4. The principles followed for international trade transactions can be summarized by the following table:

	Area
	Responds to the question
	Responsible Agency
	Examples

	Legal
	Is this acceptable in law?
	UNCITRAL
	Model Law on Electronic Signatures

	Business Process
	Is this acceptable to my trading partners?
	UN/CEFACT
	UNECE Rec 14

	Technical
	Is this acceptable to my information system?
	ISO/ETSI
	ISO NP 14533, XAdES, CAdES, PAdES


5. This framework may be a candidate for inclusion as an Annex to the Memorandum of Understanding on eBusiness.
I.
LEGAL INTEROPERABILITY
Overall Responsible Role:  UNCITRAL
Aim: To establish legality of the signature.

1. The United Nations Commission on International Trade Law (UNCITRAL) is the core legal body of the United Nations system in the field of international trade law.  One of its aims is to harmonize rules on commercial transactions including providing legal and legislative guides and recommendations of great practical value.
2. The reliability of the mechanisms for the identification, authentication and authorization of the holder of that record (so-called “level of assurance”) is of paramount importance to ensure the acceptance of electronic transferable records in business practice. However, it seems also relevant to note that, similarly to what takes place in the paper-based environment, trust among parties to an electronic transaction is based on a number of factors, including some relating to the transaction itself such as its value, and others relating to the relationship between the parties, including past exchanges and direct interaction. Those considerations apply to all phases of the life cycle of the electronic transferable record.
3. The reliable identification, authentication and authorization of the parties involved in the creation of the electronic transferable record, as well as in the subsequent phases of its life cycle, are critical to build confidence in the system. At least in part, the matter is currently dealt with by the law on electronic signatures. That law could leave to the parties to determine the adequate level of authentication, or enumerate the requirements for authentication. The UNCITRAL Model Law on Electronic Signatures, 2001, may provide initial guidance on the issue.
4. In current practice, especially for high-value transactions, due to legislative or contractual choice, the use of PKI-based technologies seems prevalent. However, if legislation on electronic signatures prescribes the use of specific technologies, difficulties in cross-border recognition of those electronic signatures may arise. Such difficulties may be avoided with the adoption of adequate provisions, similar to article 12 of the Model Law on Electronic Signatures and article 9, paragraph 3, of the Electronic Communications Convention.

II.
BUSINESS PROCESS INTEROPERABILITY
Overall Responsible Role:  UN/CEFACT
Aim: To establish an appropriate level of trust between parties in the business process.

1. A long held (and continuing) ambition of UN/CEFACT is the reduction of documents used in the supply chain between business partners both domestic and international. Where removal is not possible because of legal obligation, regulatory requirement or business need, UN/CEFACT has pursued the objective that the document should NOT require a signature to convey the intent of the party originating it or for the recipient to act on the information contained on it.
2. The use of signatures is mentioned in a number of UN Recommendations:
· Recommendation 1 United Nations Layout Key for Trade Documents.
· Recommendation 6 Aligned Invoice Layout Key for International Trade.
· Recommendation 8 Unique Identification Code Methodology.
· Recommendation 14 Authentication of Trade Documents by means other than Signature.
· Recommendation 26 The Commercial Use of Interchange Agreements for Electronic Data Interchange.
3. A revision of Recommendation 14 (Authentication of Trade Documents by means other than Signature) is currently planned that will embrace and embody the concept of a regular international trade documentation review; first, to remove redundant or duplicated forms and second, to replace the manual signature by a more modern and often more efficient and effective method of authentication. UN/CEFACT products including Recommendations (especially those covering aligned documents), guidance, advice and good practice guides constantly and robustly advocate that trade documents, particularly supporting documents for regulatory requirements, should be kept to the absolute minimum consistent with the proportionate control of legitimate cross border trade.
4. The scope of a revised Recommendation 14 includes the following content:

· Removal of the requirement for a signature except where essential for the function of the document.
· Introduction of other methods to authenticate documents.
· Creation of a legal framework that permits and gives equal status to authentication methods other than signature.
· Regular review of documentation used for domestic and cross border trade, possibly by a joint public and private sector effort.
This will be supported by supplementary guidelines covering:
· Definition and function of signature

· Requirement for signature on trade documentation

· Signature and proof of authenticity, integrity and veracity

· Other options than signature

· Approval, registration and authorisation to use other authentication methods

· Security of data, including transmission

· Data transmission issues (who, what, when, where, how)

· Conduct of trade document review process

· Checklist for the creation of a legally enabling environment

4. The work previous known as draft Recommendation 37 identified business rules for parties who have mutually agreed to use signed digital data. To achieve this goal, the draft Recommendation defined a set of rules that addressed the organization and relationships between the signed content, signatories’ certificates and signatures.   These rules will be incorporated into examples of best practice with respect to the revised Recommendation 14.
5. As well as the reliable identification, authentication and authorization of the parties involved it is also critical to establish trust in the reliability, traceability and integrity of the various data transport infrastructures (such as message handling systems) that may be used to exchange the data. This level of trust addresses issues such as: 
· If I receive an electronic data from across a border what trusted services can be used to ensure the data is from whom it claims to be from and the information is authentic?
· If I send an electronic data across a border what trusted services can be used to ensure it will be securely delivered without corruption and only to the intended recipient?
6. UN/CEFACT is currently developing a proposal to develop a UNECE Recommendation on “Establishing an infrastructure for trusted trans-boundary electronic data transfer in domestic and cross border trade”. This aims to provide recommendations and guidelines on the establishment of trust across data transport infrastructures when applied to electronic data transfer in trans-boundary scenarios. 
7. These two Recommendations form the basis of UN/CEFACT’s contribution to the business process interoperability of signed digital data (see Annex II).
III.
TECHNICAL INTEROPERABILITY
Overall Responsible Role:  ISO through ETSI
Aim: To establish a set of Digital Signature format standards required to enable technical recognition of signed digital data across borders.

1. The situation related to standards for technical interoperability of digital signatures is quite complex (there are many standards for certificates, hash algorithms, etc). 
2. The multiplicity of electronic signature standards may make verification of signed digital data by a recipient technically difficult. This may in some cases have a direct impact on the ability of businesses and administrations to securely exchange digital data between themselves and with their administrative and financial counterparts. 
3. There are several deficiencies in the area of technical standards for signed digital data interoperability.  Some of these are:
· Not enough high level, clear description to help newcomers in digital signature implementation

· Too many possible implementation options

· Too many possible interpretations

· Too academic and not enough business practice oriented

· Not self explanatory

· No implementation samples

· No clear mapping with legal requirements
4. This has resulted in a market where we have:
· Lack of truly interoperable digital signature applications and a lack of trust in the existing framework

· Facing problems with mutual recognition and cross‐border interoperability
5. If we restrict the scope to the signature formats the most pertinent are currently developed and published by ETSI (such as XAdES, CAdES and PAdES).  

6. The European Commission have issued a standardization mandate (M/460) aiming at achieving the interoperability of electronic signatures throughout Europe, by providing a rationalized European electronic signature standardization framework which will allow mutual recognition and cross-border interoperability.
7. This Mandate addresses the same issues faced outside of Europe in the global marketplace in that it seeks to create the conditions for achieving the interoperability of digital signatures at a cross-border level, by defining and providing a rationalized digital signature standardization framework. The scope of the M/460 framework is described in Annex I.

8. In particular the focus has been on three types of digital signature implementations:
· CAdES, CMS Advanced Electronic Signature
· XAdES, XML Advanced Electronic Signature

· PAdES, PDF Advanced Electronic Signature
9. This work is being submitted to ISO as a New Project under the title of “Long Term Signature profiles for EDI Data and Electronic Documents” (ISO NP 14533). This proposed new ISO standard specifies the requirement for enabling verification of a digital signature over a long period of time. This standard specifies neither new technical specifications about the digital signature itself, nor new restrictions of usage of the technical specifications about the digital signatures that already exist. This standard specifies which elements should be chosen, in order to enable verification of a digital signature over a long period of time among the elements defined in CMS Advanced Electronic Signatures (CAdES) and the XML Advanced Electronic Signature  (XADES) standards.

10. ETSI has a liaison with ISO so ETSI standards are discussed within ISO/TC 154 and managed in a way to keep ISO standards synchronized with ETSI ones. This means that almost all of the technical work within electronic signatures is done in ETSI and ISO formally ratifies those considered worthy of global standardization.
11. Probably the best approach for UN/CEFACT is to use the ETSI channel (there is now a formal liaison between ETSI and UNECE) for technical discussion recommending the standards that are (or are on track to become) ISO standards. Also ETSI can clearly benefit getting from UN/CEFACT requirements from potential standard users thus improving the standardization process.
12. The international community should evaluate the findings of the European M/460 mandate and consider adapting and applying to global cross-border trade as required.
13. A key condition of such arrangements would the provision of standards unencumbered by license fees. 
Annex I
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Figure 1 European electronic signature standardization framework (M/460)
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